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GA 40. Guest/Visitor LAN Access Policy

Title: Guest/Visitor LAN Access Policy

Policy Number: GA 40/ 07.18

Effective Date: July 24, 2018

Approval and

Review: Revised and approved on October 22, 2024

Issuing Authority: VP for Development

e RATIONALE

RHU Guests or visitors can have access to predefined network resources.

e POLICY

e  Guests will be provided with temporary access accounts to authenticate to a guest network
provided by RHU

e The guest network provide access to internet but deny any access to local services.

e Guests will not gain access to an unauthenticated network port or open wireless network.

e RHU members are not allowed to log the guest on using their own credentials since this is
likely to give the guest far more access to local systems than was intended.

e Separate segment or VLAN is configured for guests, which ensures that guests do not gain
unintended access to internal or licensed resources.
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