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Issuing Authority: VP for Development

1. RATIONALE

RHU manages many portals, Student information system (SIS), Moodle, Sierra .

2. POLICY

e Portals are protected through NATing

Portals are published behind a NGFW that prevent outside attacks.
e Portals are also defended by a Web-Application firewall that prevents them from different

attacks ( DDOS, sql injection,)

e The University's firewall default practice is to deny all external Internet traffic to the
University's portals unless explicitly permitted.

e Portals Access may be enforced by device, IP address, port number or application behavior.

3. RELATED DOCUMENTS

> IT Manual

4. APPROVAL AND REVIEW

OFFICER RESPONSIBLE: VP for Development

AUTHORITY: University Administrative Board
POLICY REVIEWED BY: VP for development, IT Department/ Infrastructure & Security
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